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1 Advanced Functions of Security

1.1 [About Quick Security] (For the Administrator)
[Quick Security] summarizes settings to enhance the security level of this machine.

In order to use this machine securely, we recommend that you change your password to the administrator 
password that satisfies password rules, and configure the [Quick Security] function in advance.

1 Tap [Utility] - [Administrator Settings].

2 Enter the administrator password, then tap [OK].

3 Tap [Security Settings] - [Quick Security Setting].

The [Quick Security Setting] screen appears.

% When [Security Warning Display Setting] is set to [Display], the following security warning screen 
appears if the administrator password remains set to the default or if password rules are not satis-
fied (default: [Do Not Display]). 
Tap [Set Now] to configure the [Quick Security] function.



1-4 [Additional Information]

[About Quick Security] (For the Administrator)1 1.1

4 Configure a setting for each option.

Tips
- You can specify whether to display the [Quick Security] key on the main menu. This key is not displayed 

in the default state. 
To configure settings: [Utility] - [Administrator Settings] - [System Settings] - [Custom Display Settings] 
- [Main Menu Default Settings] - [Main Menu Key]

- If the quick IP filtering function is used, the range of IP addresses for which accesses is to be restricted 
is specified automatically. To manually specify the range of IP addresses for which access is to be re-
stricted, set [Administrator Settings] - [Network Settings] - [TCP/IP Settings] - [IP Filtering (Permit Ac-
cess)] or [IP Filtering (Deny Access)] instead of using [Quick IP Filtering].

- If [Administrator Settings] - [Network Settings] - [HTTP Server Settings] is set to [OFF], Web Connec-
tion is not available even when [Web Setting] is set to [ON] in [Quick Security].

Settings Description

[Administrator Pass-
word]

Change the administrator password of this machine.

[Password Rules] Configure whether to enable the password rules. Once you enable 
them, the number of characters and text types that are available for 
passwords is restricted. If necessary, change the minimum number of 
password characters.
[Disabled] is specified by default.

[Quick IP Filtering] If the quick IP filtering function is enabled, you can restrict devices that 
can access this machine using the IP address (IPv4/IPv6). The range of 
IP addresses for which accesses is to be restricted is specified auto-
matically.
• [No Filtering]: Does not use the filtering function.
• [Synchronize IP Address]: In IPv4, this option only permits access 

for an IP address that has a different end from the end of the IP ad-
dress set for this machine. In IPv6, this option only permits access 
for the IP address set for this machine, and the IP addresses of 
which the high-order 64 bits are the same.

• [Synchronize Subnet Mask]: This option only permits access for the 
IP address set for this machine, and the IP addresses that belong to 
the same network using subnet masks or prefixes.

[No Filtering] is specified by default.

[Web Setting] Select whether to use Web Connection.
[ON] is specified by default.

[Security Warning Dis-
play Setting]

Select whether to display the security warning screen if the administra-
tor password remains set to the default or if password rules are not sat-
isfied.
[Do Not Display] is specified by default.
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1.2 FTP Server Function (For the Administrator)
To enhance the security level of this machine, the FTP server function of this machine is disabled in the de-
fault state. We recommend that you use this machine in the default state if the FTP server function is not used.

Tips
To change the FTP server settings on this machine, select as shown below. 
[Utility] - [Administrator Settings] - [Network Settings] - [FTP Settings] - [FTP Server Settings]
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2 Advanced Functions of Web Browser

2.1 Outputting the Operation Confirmation Sound
If you operate the toolbar or menu on the Web browser page, the operation confirmation sound (entry con-
firmation sound or entry disable sound) is output.

Related setting
- To select the type of operation confirmation sound or adjust the sound volume, select [Accessibility] - 

[Sound Setting] - [Sound Type/Volume Setting] - [Operation Confirmation Sound].

- If [Off] is selected in [Accessibility] - [Sound Setting] - [Sound Setting] - [Confirmation Sound], the op-
eration confirmation sound is not output.

2.2 Character Code Setting
To specify a character code, tap [Menu] - [Display] - [Character Code] on the toolbar of the Web browser 
page. The character code select screen is grouped for each region, which is to be displayed.

If any garbled characters are detected, specify any character code, then switch the display of the web page 
to deal with such an error.
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2.3 Deleting Cookies
To delete cookies, tap [Menu] - [Settings] - [Delete Cookies] on the toolbar of the Web browser page.

Deleting cookies prevents information used to access a web page, or personal information such as the ID or 
password you entered on the web page, from being leaked.

2.4 Optional Settings before Printing
The following settings are available when printing out a page or file displayed via a Web browser.

- [Binding Position]: Specify the binding position when setting 2-sided printing.

- [Combination]: Configure a setting to combine multiple pages to one page when making prints.
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3 Advanced Functions for Specifying Scan/Fax Ad-
dress
To display the broadcast destination list and check or delete the specified destinations, specify multiple des-
tinations, then tap [No. of Address]. The list display location can be moved by dragging the top of the list.
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4 Other Advanced Functions

4.1 Advanced Function of [Remote Panel Settings] (For the Adminis-
trator)
[Launch Remote Panel from vCare] has been added to [Utility] - [Administrator Settings] - [Network Settings] 
- [Remote Panel Settings] - [Client Settings].

[Launch Remote Panel from vCare]
Select whether or not to allow the remote panel to be started from the remote diagnosis system.

[Restrict] is specified by default.

4.2 Advanced Function of [Remote Access Setting] (For the Adminis-
trator)
You can select [Utility] - [Administrator Settings] - [Network Settings] - [Remote Access Setting] to specify 
whether to allow a connection from a tablet terminal.

[OFF] is specified by default.

Tips
For some models, the optional Dual Scan Document Feeder DF-701 or Upgrade Kit UK-209 is required to 
display [Remote Access Setting].
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DIRECTIVE 2002/96/EC ON THE TREATMENT, COLLECTION, RECYCLING AND
DISPOSAL OF ELECTRIC AND ELECTRONIC DEVICES AND THEIR COMPONENTS

INFORMATION

1. FOR COUNTRIES IN THE EUROPEAN UNION (EU)

The disposal of electric and electronic devices as solid urban waste is strictly prohibited: it must be collected separately.

The dumping of these devices at unequipped and unauthorized places may have hazardous effects on health and the
environment.
Offenders will be subjected to the penalties and measures laid down by the law.

TO DISPOSE OF OUR DEVICES CORRECTLY:

a) Contact the Local Authorities, who will give you the practical information you need and the instructions for handling the
waste correctly, for example: location and times of the waste collection centres, etc.

b) When you purchase a new device of ours, give a used device similar to the one purchased to our dealer for disposal.

The crossed dustbin symbol on the device means that:

  - when it to be disposed of, the device is to be taken to the equipped waste collection centres and is to be
handled separately from urban waste;

  - The producer  guarantees the activation of the treatment, collection, recycling and disposal procedures in 
accordance with Directive 2002/96/EC (and subsequent amendments).

2. FOR OTHER COUNTRIES (NOT IN THE EU)

The treatment, collection, recycling and disposal of electric and electronic devices will be carried out in accordance with the
laws in force in the country in question.
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